Abstract-We construct feedback functions of Nonlinear Feedback Shift Registers from feedback functions of Linear Feedback Shift Registers using the cross-join pairs method and Zech's logarithms in finite fields. An algorithm to generate all de Bruijn sequences of given order is presented.
Recently several papers have appeared on the construction of de Bruijn sequences from some classes of Linear Feedback Shift Registers (LFSRs), see [3] , [4] , [6] , [10] , [12] , [13] , [14] , [15] . The authors have used the method of joining cycles generated by some reducible LFSRs. In this paper we construct NLFSRs which generate de Bruijn sequences by using the cross-join pairs method. To find cross-join pairs of states of LFSRs we use Zech's logarithms in finite fields. In the last section we present a pseudorandom generator based on NLFSRs. It can be used to produce cryptographic keys.
II. BASIC DEFINITIONS AND RESULTS
Let F 2 = {0, 1} denote the binary field and F n 2 the vector space of all binary n-tuples. A binary Feedback Shift Register (FSR) of order n is a mapping F :
where the feedback function f is a Boolean function of n variables. The FSR is called non-singular if the mapping F is a bijection of F n 2 . It was proved in [8] that the non-singular feedback function f has the form
where F (x 1 , . . . , x n−1 ) is a Boolean function of n − 1 variables. A de Bruijn sequence of order n is a sequence of the period length equal to 2 n of elements of F 2 in which all different n-tuples appear exactly once.
A modified de Bruijn sequence of order n is a sequence of the period length equal to 2 n − 1 obtained from a de Bruijn sequence of order n by removing one zero from the tuple of n consecutive zeros. It appears [8] that de Bruijn sequences are generated by non-singular NLFSRs of a special type. Let (s t ) be a de Bruijn sequence of order n. Then there exists a Boolean function F (x 1 , . . . , x n−1 ) such that
It was proved by Flye Sainte-Marie [7] in 1894 and independently by de Bruijn [2] in 1946 that the number of cyclically non-equivalent de Bruijn sequences of order n is equal to
). Then the de Bruijn sequence can be represented as the sequence of states (S t ) = (S 0 , S 1 , . . . , S 2 n −2 , S 2 n −1 ).
Let α = (a 0 , a 1 , . . . , a n−1 ) be a state (i.e., n consecutive elements) of a de Bruijn sequence generated by the feedback function f. The conjugate of the state α is α = (a 0 , a 1 , . . . , a n−1 ), where a = a + 1 is the negation of the bit a.
Two pairs of conjugate states of FSR determined by the feedback function f :
constitute a cross-join pairs for the sequence (a t ) generated by the FSR if the states occur in the order α, β, α, β during the generation of the sequence.
For a given de Bruijn sequence (or a modified de Bruijn sequence) and its cross-join pairs of states one can construct a new de Bruijn (modified de Bruijn) sequence by applying the cross-join pairs operation [9] .
Mykkeltveit and Szmidt [14] have proved the following: Let (u t ), (v t ) be two de Bruijn sequences of order n. Then (v t ) can be obtained from (u t ) by repeated application of the cross-join pairs operation.
be a primitive polynomial of degree n with binary coefficients. Then the linear recursion
generates the maximum period sequence, it is called msequence. Let a be a root of the polynomial p(x), i.e. p(a) = 0 in the Galois field GF (2 n ). The sequence of elements of the field GF (2 n ) :
has period 2 n − 1 and from it the binary m-sequence can be constructed.
For an integer j ∈ {1, . . . , 2 n − 2} we define the integer
. Then we have a one-to-one function
which is called the Zech logarithm or Jacobi logarithm. The Zech logarithms are tabulated. There are effective algorithms to calculate them. Magma can be used to calculate the Zech logarithms for the order n up to 430, i.e. in the field GF (2 430 ). We show that working knowledge of Zech logarithms enables us to find cross-join pairs of states for a primitive LFSR and then to construct feedback functions of NLFSRs generating modified de Bruijn sequences. We give two examples of this construction.
We take the primitive polynomial p(x) = x 31 +x 3 +1 and its root p(a) = 0. We have the cross-join pairs: c = (3, 6, 31, 62); it is an abbreviation for two pair of states (a 3 , a The corresponding feedback function of the constructed NLFSR is
It is a Boolean function of algebraic degree 29.
In the second example we construct a sequence of nonoverlapping cross-join pairs. We take the primitive polynomial p(x) = x 127 + x + 1. Since Z(1) = 127, Z(2) = 254, we have the sequence of cross-join pairs: → F 2 , define S(f ; k) to be the set of g ∈ S(n) such that the weight of f +g is k. In other words, the number of disagreements between the functions f and g is k. Moreover, let N (f ; k) = |S(f ; k)| and
Let a linear function l :
→ F 2 generate a sequence of the period 2 n − 1 without a run of n zeros. In [4] it is given a formula due to Michael Fryers:
which can be deduced from Theorem 1.1 of [4] . The formula of Helleseth and Kløve [9] for the number of cross-join pairs for de Bruijn sequence generated by a linear recursion can be deduced from (3) and also one can obtain its generalizations. We derive a formula for N (l; k) using the Maclaurin expansion of the function G(l; y) :
Hence N (l; k) = a k can be obtained by calculating the derivatives of G(l; y) at y = 0. We have: 1) N (l; 1) = 1, which means that from an m-sequence we get one de Bruijn sequence by adding the all zero state which makes one change in the truth table of the function l. 2) N (l; 2) = 0, now we change the truth table in two places, one adds the zero cycle and the other disjoints the whole cycle into two cycles. In general, all N (l; k) = 0 for even k, since we obtain some number of disjoint cycles. 3)
which is the Helleseth and Kløve formula counting the number of cross-join pairs in an m-sequence or equivalently the number of two changes in the truth table (plus one for the zero cycle) which disjoin the cycle and them join them to one cycle. Hence Fryers' formula leads to an analytic proof of the Helleseth and Kløve formula.
5) N (l; 2 n−1 − 1) = 1, which follows from calculations and it means that at the last step of the process we get only one de Bruijn sequence. 6) N (l, k) = 0 for k > 2 n−1 − 1, which means that no more de Bruijn sequences are produced. 7) We have that
which is the number of all cyclically non-equivalent de Bruijn sequences of order n.
A. The special cases
Let us consider the special cases of the equation for G(l, 1) for small values of the order n. Let us remark a symmetry in the appearing numbers. We have confirmed experimentally the appearing numbers for n = 4 and for n = 5. It is compatible with the theorem proved in [14] which states that for any two de Bruijn sequences of a given order one can be obtained from the another by application of the cross-join method several times.
Algorithm
1) Choose an m-sequence of given order n and the corresponding linear recursion l. Find all cross-join pairs for the corresponding modified de Bruijn sequence of the period 2 n − 1. Construct all Boolean feedback functions for these cross-join pairs. It is N (l, 3) all of them. 2) Find all cross-join pairs for just constructed modified de Bruijn sequences and construct new feedback functions from these cross-join pairs. It happens that different cross-join pairs produce the same NLFSRs. Hence we have to sieve the set of all NLFSRs obtained in the second application of cross-join method to have only different feedback functions. The number of them should be N (l.5). 3) We realize the next steps of application of cross-join method up to the last step where only one new NLFSR should appear. This way all feedback functions of modified de Bruijn sequences have to be generated. An implementation of the algorithm generates all feedback functions of modified de Bruijn sequences for the orders n = 4 and n = 5 and partly for n = 6. For n = 7 it is non-realistic since it is 2 57 all de Bruijn sequences of order 7. One can try to run this algorithm for greater values of n and generate only some fraction of NLFSRs. We plan to follow this line for searching of NLFSRs with a simple Algebraic Normal Form.
V. A PSEUDORANDOM GENERATOR
We will apply the experimentally found feedback functions of quadratic m-sequences to construct more complicated NLFSRs having possibly biger period. A Figure below shows a cascade connection of two feedback shift registers. NLFSR1 is an NLFSR with feedback function g, while NLFSR2 is an NLFSR with feedback function f and a single input U 1 , which is just the output of NLFSR1. where g has order 29 and f has order order 30. The examples are taken from papers [5] and [1] . The cascade connection defines a pseudorandom generator with an initial value of the length 59. It is an open problem to estimate the period of the sequences produced by this generator. In the special cases the period per of the generated sequences will be the product of periods of the component sequences per = (2 29 − 1)(2 30 − 1).
VI. CONCLUSION
We construct feedback functions of NLFSRs from feedback functions of LFSRs applying the cross-join pairs method. Our invention is to use Zech's logarithms to find the cross-join pairs of states of LFSRs which are described by primitive polynomials. This enables us to construct feedback functions in the range of orders of NLFSRs where Zech's logarithms can be calculated. We present some consequences of Fryers' formula.
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